Since Intrusion Detection System (IDS) has become necessary security tool for detecting attacks on computer network and resources, it is essential to improve previous designs. Recently many mobile agent-based IDSs have been designed, but there are still some drawbacks. Some of these drawbacks are low detection efficiency, high false alarm rate and agent security. A multi-level and secured IDS architecture based on mobile agent is presented in this work to correct these drawbacks. In order to make the design more efficient, the architecture is improved in such a way that intrusion detection at the lower level and the confirmation of intrusion detected take place at the upper level. The design also incorporates data mining strategy in the identification of intrusive actions. Implementing the new design using JAVA shows a better performance than previous designs.
Introduction
IDS came into existence because conventional intrusion prevention techniques are not adequate to prevent attacks on computer and network systems. Intrusion detection system (IDS) is defined as a component that analyses system and user operations in computer and network systems in search of activities considered undesirable from security perspective (Sodiya et. al., 2004) . IDS detects some set of intrusions and executes certain predetermined actions when an intrusion is detected. (Helmer et. al., 2003) . However, because of this great work, designing effective and efficient IDS has been the major focus of researchers in the field of computer security. Though the initial problem performance is now better, the management and correlation of large amount of data in distributed environment towards effective intrusion detection is still a major problem.
Applying mobile-agent to intrusion detection design is a recent development and it is aimed at effective intrusion detection in distributed environment. Intrusion detection in distributed environment requires data gathering, analysis and detection at every unit of the network. It has been established that mobile agent would perform well with this task.
Mobile Agents (MAs) are autonomous programs that can act or work independently and perform different tasks. They are also defined as software entities which function continuously and autonomously in a particular environment and are able to carry out activities in a flexible and intelligent manner that is responsive to changes in the environment (Bradshaw, 1997 c. Reduction in false alarm: The work also aims at reducing false alarm rates effectively.
d. IDS agents security: Since the role of IDS is to monitor and ensure security of the network, the IDS itself is a primary target of the attacks. It is important for IDS agents to operate in hostile environment and still exhibit a high degree of fault-tolerance and performance. A major consideration of this work is to present an architecture that provides agents protection.
System Architecture
The components of MSAIDS architecture are shown in Figure 1 below.
The architecture provides a methodology where intrusion detection is done at two levels viz: the Lower Level Detection (LLD) and Upper Level Detection (ULD).
a. Lower Level Detection (LLD)
The main focus of the LLD is to have some agents to first detect intrusions independently and subsequently report back to the ULD for further investigation and confirmation of intrusions. At this level, there are two categories of agents: the data agents and processing agents. There are four data agents and they move around the nodes in the network to collect associated information from application messages, authentication events, system calls, TCP connections and others. There are two processing agents working at this level and they are known as Node Agents. The first node agent (Node-1-agent) is responsible for the construction of the first level database. The agent collects the data from the data agents to build a database with the information collected. This agent is also in charge of data cleansing, classification and formatting.
The second agent (Node-2-agent) is responsible for data mining and first level intrusion detection. It applies data mining algorithm as presented in Sodiya et al., 2004, on the information in the data warehouse and communicates the possibility of intrusions to the interface agent through the Alarm Agent (AA).
b. Upper Level Detection (ULD)
This level is also known as confirmation level and it is involved in separate intrusion detection process. As shown in Figure 1 , there are low-level agents that are responsible for separate data collection from different sources. It is essential not to rely on the data gathered by node-1-agent in the LLD. These low level agents gather data from the data agents and inform the Controller and Protector (CP) about the nature of data gathered. The CP acts as the facilitator agent. The CP passes the data to the data mining agent for storage and mining activities. The data mining agent then applies data mining algorithm on the database so as to extract patterns or associations of intrusive events. If there is any intrusion suspected, it is reported by the Interface Agent (IA) to the Site Security Officer (SSO).
The database at the ULD provides another view of the knowledge and activity of the monitored distributed network.
The interesting thing about this architecture is that if there is no signal or alarm from LLD, the ULD does not check intrusions. The low level agents just constantly gather data and these data are used to update the ULD database. A full intrusions check is not initiated if there is no trigger from the LLD. This enables few agents to be active at the same time and ease the problem of protocol and language definitions associated with the communication between agents.
The design considered the importance of providing adequate security to agents because mobile code generally introduces a number of secu- rity issues. The security threat to mobile agents are classified into four categories: agent-toagent, agent-to-platform, platform-to-agent and other-to-agent (Helmer et al., 2003) . MSAIDS maintains security of agents by using asymmetric (Public and Private key pair) cryptosystem when they move around the network. This technique is also used in Sparta. In addition to this, agents' states are normally recorded and authenticated before they are initiated. This is done so as to monitor deviation from the normal state and role when carrying out their responsibilities on the network. When an agent is initiated, the CP stores the size and structure of the mobile code. The CP also ensures proper communication and delivery of service among agents. The agents in MSAIDS are protected in such a way that the attributes of a particular agent are visible only to the group of agents it will communicate with.
Agents Communication
The eXtensible Markup Language (XML) is used in MSAIDS as agent communication language. Communication in this work requires informing and requesting rather than invoking. An agent contacts another agent in order to obtain or deliver information. Agents' knowledge of the service to render is contained within the configuration file. An agent's request for information or service is defined or encoded in XML format and it is transported to the provider using SOAP -Simple Object Access Protocol (Box et al., 2000) . The providing agent then processes the details of the request and returns the information or service, also in XML format. The communication between agents is clear and tidy. The communication method supports multiple agents with different roles. The agent communication method of MSAIDS is described in Figure 2 below.
Data Mining Process
As seen in Figure 1 , data are collected from different sources within the distributed nodes to the low-level database, which is then used for intrusion detection by node-2-agent. Database is also constructed by the CP-agent using the data gathered by the specific data gathering agents. In both levels of detection, the same data mining algorithm is implemented to detect intrusion. A modified apriori algorithm, as proposed in Sodiya and Longe (2005) , is used to discover intrusive patterns by both the data mining agent and node-2-agent.
All valid or permissible rules and their thresholds are specified within the Permissible Rules Definition (PRD). The PRD is a component of the CP. So, the two mining agents relate with the CP from time to time to get the valid rules. The PRD allows the SSO to formulate and describe rules for normal events for system calls, authentication, TCP connection, etc., and for their relationships. The patterns discovered are then compared with the rules in the PRD to monitor the deviation from valid or normal events.
If the node-2-agent finds a deviation, it signals the alarm agent, which then communicates the possibility of intrusion to the IA. The IA automatically informs the SSO of the first level intrusion suspected. As mentioned earlier, the IA will then signal the CP to initiate a confirmatory check. 
Implementation and Evaluation
MSAIDS was implemented using Java Development Kit 1.1.5. Some of the reasons for using JAVA for the implementation are:
It provides high security for development and implementation, It supports easily agent development, It is platform independent, Its object orientation assists in structuring agents and their behaviour.
Data Source
Data were collected from the Computer Unit, University of Agriculture, Abeokuta, Nigeria, which has very large volume of network traffic. The data were classified as normal and intrusive. The data consisted of previous 3 months system calls, authentication and TCP connections. The normal data were used to encode rules in the PRD. This was done by implementing the mining algorithm separately on the normal data to identify these patterns or rules. 189 rules were encoded in the PRD.
Evaluation
A five-workstation network environment was used as the test bed. Summary of the results after implementing the design is as follows:
a. Intrusion Detection Ability
The system was able to detect most of the intrusive events introduced at different nodes. The gathered intrusive actions were introduced at different times and performance of the system was monitored. Using related data sources, as in other previous designs, the analysis is given as follows: This is lower than 0.83% reported on system calls in Helmer et al., (2003) . MSAIDS has also shown an improvement on false alarm.
c. System Capacity Evaluation
It took an average of 0.14 seconds to report an intrusion at the LLD and 0.75 seconds at the ULD. Intrusions are detected very fast in MSAIDS and it is believed that the system will work well even when the traffic is high.
Future work
Mobile agent-based intrusion detection technology is still undergoing a lot of improvement. Using other AI techniques apart from data mining should still be implemented for IDS design. Increasing the detection efficiency and security should still be the major focus of researchers in IDS. It might also be interesting to compare different MA-IDSs using the same data and under the same environment.
Conclusion
The design of MSAIDS has shown that MA technology is an efficient tool for building IDS infrastructure. Since MSAIDS has shown an improvement in comparison with some previous works, multi-level intrusion detection using mobile agents has proven to be efficient. The approach presented also improves scalability of the system because new hosts on the network would not automatically cause additional traffic to the IDS. This design would help system administrators and SSO to spot and defend from attacks as well as to assist them in developing better protection and countermeasures for their systems in recognizing new attacks.
